Universitat
Rostock

Traditio et Innovatio

| D

}mﬂ “t

Thomas Mundt
Universitat Rostock

UNIVERSITY OF ROSTOCK | INSTITUTE OF COMPUTER SCIENCE | DR. THOMAS MUNDT | THOMAS.MUNDT@UNI-ROSTOCK.DE




Universitét ({4
Rostock N&l mtioetimaario

LoRaWAN

Netzwerk fur loT-Technik.

Stromsparend - Mobiles Gerate kann sehr selten aktiviert werden.

Hohe Reichwelte.

Billig.

Alternative beispielsweise zu NarrowBand-loT oder LTE-M.
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LoRa - Der Physical Layer

Chirp Modulation.

Patentiert.

Nicht offentlich.

Semtech Corp. kontrolliert den Markt. Wenige verschiedene ICs
verfugbar.

UNIVERSITY OF ROSTOCK | INSTITUTE OF COMPUTER SCIENCE | DR. THOMAS MUNDT | THOMAS.MUNDT@UNI-ROSTOCK.DE




Universitat
Rostock

Vs

f=an
i e

Sl Tditio et Innovatio

LoRaWAN

e Viele kommerzielle

Netzwerkanbieter setzen
auf LoRaWAN.

* Auch Community Netze =1
global vertugbar.
55020 5434 137
"
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LoRaWAN Anwendungen

|0 Sensoren und Aktoren k&nnen

vielseitig eingesetzt werden. Invoxia and Wamiz team up on a
wearable pet tracker for cats and
" ;| dogs
L4 S m art C Itles y al |eS VO n Katze n Keepgabs on your wandering pet with geolocation tracking

orten” bis "Auto wiederfinden”
« Smart Home Anwendungen

e [andwirtschaft

Thursdas Telecom giant Invoxia has partnered with animal-centric community website Wamiz in
ursday

1]

Y l ' b e rWaC h u n g / | raC ke r May 24, 2018 order to launch a new GPS pet tracker for dog and cat owners.
By Conol
Acon:

Simply named the Pet Tracker, users will be able attach the module to any regular collar
and keep a tab on their companion's location through a dedicated companion app.
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LoRaWAN Anwendungen

 GGrolBe Anzahl von

Developer Boards
vertligbar.

e Per Allgemeinzuteilung
lizensiert.

« \lerschiedene Frequenzen ___
standardisiert. —
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e Sicherheit ist beil bestimmten Daten
besonders relevant.

e Sicherheit ist relevant, wenn Aktoren
gesteuert werden kdnnen.
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* LoRaWAN ist weltweit im “,’g;fi o@g;;%?ﬁ%g%ﬁo 5
Einsatz. %l ot Sad
; o 020 :&’9 ((((( etk
. L W% 9o “og e
 The Things Network ist ein |
Community-Netzwerk, bei . o) ~— 9
dem jedermann ein Radio TSN tal e el
Gateway aufstellen kann. o0 5 T o
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The Things Network

Your
Application
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LoRaWAN

. H60000000000000000
e — = < 3 X ‘.4( e — _ —
JE Sensor

readout:
538
LoRakiAl
message
11
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474000 people 10 km
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314 km?

1.2 million people
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roaming End-Device

* Endgerat und Application
Server kommunizieren
vertraulich miteinander.

* Network Server routet
Telegramme zum jeweils
konfigurierten Application
Server.

* Die einzige Aufgabe des
Join Servers ist, eindeutige tnd-

Application
Server

LoRaWAN Network Reference Model (NRM),

Network Server
(home)

Join Server

Network Server
(serving)

Radio
Gateway

. . device
Join Nonces zu generieren.
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Network Server
(forwarding)
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Kryptographie in LoRaWAN 1.1

 |In LoRaWAN 1.1 werden alle | | e
Geréate mit zwei Schlusseln (5 I l |

vorkonfiguriert. Q Q
* NwkKey und AppKey werden

im End—deVice gespeiChert. DevEUl JoinNonFe+JoinEU|+DevNonce

0x05 0x06 0x01 0x03 0x04 0x02

¢ Ve rSC h I e d e n e Se SS I O n Keys JSEncKey JSIntKey FkaSIntKey

werden von NwkKey und
AppKey abgeleitet. , # * ’ ’ *

h 1 H Join Request | | Confidentiality | | Confidentiality | | Rejoin Request Data up Data up Confidential.| [ Confidential.
d Ove r_t h e_AI r ACT. | Vat I O n (OTAA) MIC of Join Accept| | of Join Accept type 1MIC partial MIC partlal MIC of data up & | | of data up &
triggered by triggered by data down data down

I i Join Request | |Rejoin Request Join Accept Data down MIC || on Fport 0| | onFport>0
oder Activation by 2 b

Rejoin Request Fopt field

Personalization (ABP) type 0 & 2 MIC

SNwkSIntKey | | NwkSEncKey AppSKey
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AES working modes - ECB

Plaintext Plaintext Plaintext
HNEREREREREEN HEEREREREREEN HRERERERERERN
Key block C|p.her Key block upher Key block upher
encryption encryption encryption
LITTTIT P iTIT] HEEREREREREEN HNERERERNREEN
Ciphertext Ciphertext Ciphertext
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AES working modes - CBC

Plaintext Plaintext Plaintext
LTI HNEEEEEEENEER CTTTTrrrrITrrT

Initialization Vector (1V)

LT fiifififl— > >
Key block cupher Key block cnpher Key block CIpher
encryption encryption encryption
| [
; ; !
HNEEENEEENEEE HNEEEEENENEER HEEEEREERENER
Ciphertext Ciphertext Ciphertext
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AES working modes - CCM*

Nonce Counter Nonce Counter Nonce Counter
c59bcf35.. 00000000 c59bcT35.. 00000001 c59bcf35.. 00000002

i v v

block cipher block cipher block cipher
encryption encryption encryption

Key —— Key — Key —

Plaintext ——— Plaintext —— Plaintext ——
CITTTTIIITITTd LTIl LITTTITIITIITTd

LITITTTTTTTT1] LITTTTTTTTITT] LITTTTTTTTTTT]
Ciphertext Ciphertext Ciphertext

UNIVERSITY OF ROSTOCK | INSTITUTE OF COMPUTER SCIENCE | DR. THOMAS MUNDT | THOMAS.MUNDT@UNI-ROSTOCK.DE

19



Universitat @
Rostock W&

e Data Frames
werden end-to-
end zwischen
End-device und
Application
Server
verschlusselt.

-~ Uplink Data frame (Devaddr, FCntUp

MIC partially
calculated with
FNwkSIntKey
and
SNwkSIntKey

me (DevAddr,

i ta fra
Downlink Da AFCrtDWN)

NFCntDown or

MIC calculated
with ‘
SNwkSIntKey

)
7’*******777—7777,,,,(7F7}3M£67Z|£)97c1f£9m7(_1BH ELk Data fram e)

Application
Server

|

Encrypted with >1
AppSKey ‘

ta frame)

Encrypted with
AppSKey

(FRMPayload for Downlink Da
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Join

e Telegram handshake,
um Keys beim Over-
the-Air Activation
Prozess
auszutauschen.

End-device

Network
Server

Application

Join Server
Server

) Join-re

: quest

(797:[717!:}7!1, DevEyr DevNonce)
\,,,,,,,,,,

Message Integrity
Check (MIC) with
pre-shared NwkKey.

Not encrypted

|
|
|
|
|
|

[ Join-accept
i ce, Home_NetID, DeAvAddr,
(Jogll_\lggttings, RxDelay, CFList))
MIC calculated Encrypted with
with JSIntKey NwkKey
End-device
calculates
(derives)
FNwkSIntKey,
SNwkSIntKey,
NwkSEncKey
| and AppSKey

\
e

Join-requests with ‘
unchanged DevNonce are ‘
ignored.

Network Server calculates ‘

device specific JSIntKey.

— ———_ (DevEy;

‘ ——=D)
1

JoinNonce is a
device specific
counter and never
repeats itself.
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Reloin

Ein Gerat kann
periodisch Rejoin-
request-Nachrichten
senden.

e Das erlaubt es dem

Network Server

periodisch einen neuen
Session Context fUr ein
Endgerat zu erzeugen.

End-device

‘ ReJoin
I (JomEUI

MIC calculated
with JSIntKey

(Jo

~

Network
Server

Join Server

Application
Server

request type 1

VEUI RJCOUntl)

Not encrypted

=

Jom accept
inNonce, Home_ NetID, DevAddr, ‘
DL Settings, RxDelay, CFLnst))

MIC calculated JEgé:rypKted with ‘
with JSIntKey S

and AppSKey

(derives) FNwkSIntKey,

End-device re-calculates
SNwkSIntKey, NwkSEncKey

|
|

|
__ (DevEury - D

~ (JoinNonce)

Network server re-calculates
(derives) FNwkSIntKey,
SNwkSIntKey, and NwkSEncKey

Relo

)~

‘ MIC calculated
‘ with JSIntKey

- lin
< Normal down
% (ignoring ReJoin-

oin
- (JomEUI Srequest type

vEUI RJCountl) J

B ,,,,l ‘ Rejoin-request ignored?

K frame
_request) ‘
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Typische Angriffe

Angriffe auf SchlUsselmaterial.

Angriffe auf Counter und Nonces.

Replay.

Profiling.
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Zusammenfassung

 LoRaWAN scheint vernlnftig in Bezug auf Sicherheit entwickelt zu
sein.

* Bis jetzt keine publizierten SicherheitslUcken.
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Vielen Dank!

thomas.mundt@uni-rostock.de
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